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ABSTRACT 



A ROM data read protect circuit according to the present 
invention comprises a non-volatile memory that stores a data 
for allowing or inhibiting reading of the ROM data and a 
logic circuit for control for controlling allowing or inhibiting 
of an operation for reading of data in a ROM according to 
the data stored in the no n- volatile memory. When "0" is 
written in a first storage area of the non-volatile memory 
reading of the ROM data is inhibited, and when "0" is 
written in a second storage area of the non-volatile memory 
reading of the ROM data is allowed. A data can be written 
anytime in the first storage area but data can not be deleted 
from the first storage, so that the read inhibit mode is always 
effected in the initial state. A data can be written in the 
second storage area only when specific setting is executed 
but can not be deleted from the second storage, 

9 Claims, 8 Drawing Sheets 
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ROM DATA READ PROTECT CIRCUIT or enabling reading of data for each block of the ROM data, 

a decoder is provided for decoding the data, and the bit 

FIELD OF THE INVENTION inhibiting or enabling reading of data for each block of the 

„ , , . , ROM data is selected. 

rhe present invention relates to a circuit which protects * T7 . 4 , . . . £ t 4 

, < ■ £ j , j i 5 With the present invention, the first storage area stores 

against reading of data written in a read-only memory daU used f{ £ arison ^ , ified da s u stored at a 

(described as ROM hereafter) mcorporated in a microcom- S p edfied address of ^ RQM a ^p^g circuit is pro . 
P uter * vided which compares the data stored in the first storage area 
o A^r-D^TTKTT-. rue iKTucKTTmKr witn trje specified data stored in the ROM, and outputs a 
BACKGROUND OF THE INVENTION ^ signal aUo Ug an operation for reading of data stored in the 
Generally a microcomputer which incorporates a ROM ROM only when the two data are identical, 
therein has a mode for outputting data stored in the ROM With the present invention, a first storage area stores 
(described as ROM data) for checking whether data such as therein expected value data for all of the data stored in the 
a program has been correctly written in the ROM or not. ROM, the comparing circuit compares all of the expected 
When this mode is selected, as shown in FIG. 9, data 15 value data stored in the first storage area with all of the ROM 
corresponding to an address sent via an address bus from a data > and whcn tne data are not identical outputs a non- 
central processing unit (described as CPU) 11 of the micro- coincidence signal after comparison of all of the data is 
computer is read from ROM 13, and the data is transferred nrusnea. 

via a data bus 14 to an output port 15, and is outputted to the Wlth the Present invention, the comparing circuit corn- 
outside P ares s P ecme " data stored at a specified address of the ROM 
' . a 20 with the expected value data corresponding to the specified 
FIG. 10 is a flow chart showing a sequence of operations data of ^ of the expected vahie data stored in the first 
for checking ROM data. When checking of ROM is started, storage area, and compares all of the expected value data 
the CPU 11 executes a program using a MOV instruction, ^th all of the ROM data when the data are identical, 
and with this operation, the ROM data is outputted by byte With the present i nven tion, when the expected value data 
to the output port 15 (step SI). The outputted ROM data is 25 stored in the first storage area and all of the ROM data are 
compared with an expected value for the data, and when the no t identical, a comparing circuit outputs addresses of the 
ROM data is coincident with the expected value it is non-coincident blocks of the ROM data together with a 
determined that the data is correct (step S2). When com- non-coincidence signal. 

parison of all of the ROM data with the respective expected Other objects and features of this invention will become 

values is over (step S3), this checking operation ends. The 30 apparent from the following description with reference to 

program using the MOV instruction is generally stored in a the accompanying drawings. 

random access memory (described as RAM hereinafter) not BRIEF DESCRIPTION OF THE DRAWINGS 

shown in the FIG. 9. ^ , 

, . , . FIG. 1 is a block diagram showing essential sections of a 

However as a mode is prepared as described above for fead , dfcuit accordi t0 Embodimen t i 0 f the 

outputting ROM data to the outside, a third party can easily 35 present ; nven ti 0 n' 

obtain information written in the ROM by using this mode, FIG. 2 is a block diagram showing essential sections of a 

hence it is difficult to maintain security of the ROM data. read protect circuit according to Embodiment 2 of the 

It is conceivable to protect the ROM data in order to present invention; 

prevent it from being read out from the outside, but in that pio, 3 is a block diagram showing essential sections of a 

case it is impossible to read out ROM data when testing the 40 rea d protect circuit according to Embodiment 3 of the 

ROM or analysis of any faulty section, which is inconve- present invention; 

nient for a user. pjG 4 is a block diagram showing essential sections of a 

SUMMARY OF THE INVENTION read protect circuit accordin g t0 Embodiment 4 of the 

45 present invention; 

It is an object of the present invention to obtain a ROM FIG. 5 is a block diagram showing essential sections of a 

data protect circuit which enables testing of ROM data and rea d protect circuit according to Embodiment 5 of the 

analysis of a faulty section and also can prevent reading of present invention; 

the ROM data by a third person. FIG. 6 is a block diagram showing essential sections of a 

With the present invention, the non-volatile memory 50 read protect circuit according to Embodiment 6 of the 

having first and second storage areas is provided, the first present invention; 

storage area comprises at least one non-deletable and rewrit- pjo 7 ^ a block diagram showing essential sections of a 

able bit which stores a data for inhibiting the reading of the read pro tect circuit according to Embodiment 7 of the 

ROM data in the initial state, the second storage area present invention; 

comprises at least one not-deletable bit which is rewritable 55 FIG 8 fe a block diagram showing essential of a 

only when set in a specified state to store data for allowing read pmtect drcuit according to Embodiment 8 of the 

reading of the ROM data according to a combination with present invention* 

the data stored in the first storage area, and a logic circuit for n ;„ „ ui '„ 1, a;« ~ ~? „ ~ ™„ 

• t -i r- . FIG. v is a block diagram showing outline 01 a conven- 

control is provided which allows or inhibits readme of the *• 1 * c * a 

t>™a a * a' , *u . « * a • *u tional type of microcomputer; and 

ROM data according to the contents stored in the non- An f~. n , . . 

, ri „ ou FIG. 10 is a flow chart showing a sequence of operations 

volatile memory. ... „ . „ ^ . . . , ^ . , 

„ 7 , , . . , , , nMr for checking of the ROM data in the conventional technol- 

With the present invention, when reading of the ROM 

data is inhibited, the logic circuit for control inhibits an 

operation for reading only a portion of bits for each block of DESCRIPTION OF THE PREFERRED 

ROM data. 65 EMBODIMENT 

With the present invention, a second non-volatile memory FIG. 1 is a block diagram showing essential sections of a 

is provided which stores data for setting a bit for inhibiting read protect circuit according to Embodiment 1 of the 
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present invention. This protect circuit is formed inside a chip 
constituting a microcomputer, and comprises a non-volatile 
memory 2 which stores data for enabling or inhibiting an 
operation for reading of data stored in a ROM, and a logic 
circuit for control 3 which controls enabling or inhibiting 
operation for reading of the data stored in the ROM accord- 
ing to the data stored in the non -volatile memory 2. 

The reference numeral 4 in FIG. 1 indicates a register, and 
data stored in the non-volatile memory 2 is transferred to the 
register. The reference numeral 30 in FIG. 1 indicates output 
of ROM data stored in an internal ROM 5. For convenience 
of description, it is assumed herein that one block of ROM 
data comprises one byte, namely 8 bits, unless otherwise 
specified. 

The non-volatile memory 2 comprises a plurality of 
storage areas including a first storage area 21 and a second 
storage area 22. The first storage area 21 comprises at least 
one bit though the example in the figure shows only one bit, 
and, for instance, when "0" is written in the first storage area 

21 operation for reading of data stored in the ROM is 
inhibited. Data can be written in the first storage area 21 but 
the data written in the first storage area 21 can not be deleted 
and in the initial state always a read inhibit mode is effected. 
Therefore, when at first "1" is written in the first storage area 
21, as the data can not be deleted, it becomes impossible to 
shift an operation mode to a read enabled mode. 

The second storage area 22 comprises at least one bit 
though the example in the figure shows only one bit, and 
when, for instance, "0" is written in the second storage area 

22 operation for reading of data stored in the ROM is 
enabled. Data can be written in the second storage area 22 
only when a specific setting is executed but data in the 
second storage area 22 can never be deleted. 

When the non-volatile memory 2 has, in addition to the 
first and second storage areas, another storage area 23, the 
storage area 23 may have the configuration where data write 
is enabled only when the same specific setting as that in the 
second storage area 22 is executed, data write is enabled, 
however the storage area 23 may have any other configu- 
ration. 

Next description is made for actions in Embodiment 1. 
When operations in a microcomputer are started in the data 
enabled mode of the internal ROM 5, data stored in the 
non-volatile memory 2 is transferred to the register 4. The 
logic circuit for control 3 reads the data from the register 4, 
and controls allowing or inhibiting operation for reading of 
data stored in the ROM 5 according to the value of the data. 
For instance in the example described above, when both of 
the data stored in the first and second storage areas 21 and 
22 are "0", an operation for reading of data stored in the 
ROM 5 is allowed, and the logic circuit for control 3 reads 
the data from the ROM 5, On the other hand, when reading 
of the ROM data is inhibited, the logic circuit for control 3 
does not output data stored in the ROM 5. 

With this Embodiment 1, the read protect circuit allows or 
inhibits reading of the ROM data according to data stored in 
the non -volatile memory 2, and further in order to read the 
data stored in the ROM, it is required to execute specific 
setting as well as to write, for instance, "0" in the second 
storage area 22, so that it becomes difficult for a third person 
to enter a mode enabling reading of the ROM data, and 
hence, it is possible to prevent illegal reading of the ROM 
data by a third person. 

FIG. 2 is a block diagram showing essential sections of a 
read protect circuit according to Embodiment 2 of the 
present invention. Embodiment 2 is different from Embodi- 
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ment 1 shown in FIG. 1 in that the logic circuit for control 
103 inhibiting output of only a portion of bits in each block 
of the ROM data in the read inhibited mode is used in place 
of the logic circuit for control 3 inhibiting all of ROM data 
in the read inhibited mode. The same reference numerals are 
used for the same components as those in Embodiment 1 and 
description thereof is omitted herein. 

In this embodiment, the logic circuit for control 103 reads 
the data from the ROM 5 in the ROM data read enabled 
mode and generally outputs all of the data, but when in read 
inhibited mode does not output at least one specified bit in 
each block of the ROM data and outputs other bits. 

Data for which bit are to be outputted, or in other words, 
data for which bit are not to be outputted is previously 
decided in the logic circuit for control 103. FIG. 2 shows 
how data is outputted in the read inhibited mode, and the 
reference numerals 31 and 32 in this figure shows the state 
where ROM data is outputted and the state where ROM data 
is not outputted from the logic circuit for control 103 
respectively. 

With this Embodiment 2, the read protect circuit inhibits 
data read for only a portion of bits in each block of ROM 
data in the ROM data read inhibited mode, so that, if a third 
person tries to read out the ROM data, only a portion of the 
ROM data is read out. Therefore, even if the third person 
thinks that the ROM data is correctly being read out, in 
reality only a portion of the ROM data is outputted, so that 
it is possible to prevent illegal reading of ROM data by a 
third person. 

FIG. 3 is a block diagram showing essential sections of a 
read protect circuit according to Embodiment 3 of the 
present invention. This Embodiment 3 is a variant of 
Embodiment 2 shown in FIG. 2, and is different from 
Embodiment 2 in that, while in Embodiment 2 the specified 
bit outputted from a logic circuit for control 103 in the read 
inhibited mode are fixed one, in a Embodiment 3 a bit to be 
outputted in the read inhibited mode can freely be specified. 

Therefore, in Embodiment 3, a logic circuit for control 
203 is used in place of the logic circuit for control 103, and 
further there are provided a second non-volatile memory 61 
for storing therein data for setting a bit or bits to be outputted 
in the read inhibited mode and a decoder 62 for decoding the 
data developing the data into signals for read-inhibited bits 
and read-enabled bit in each block of the ROM data. The 
same reference numerals are assigned to the same compo- 
nents as those in Embodiment 1 and description thereof is 
omitted herein. 

In this Embodiment, the logic circuit for control 203 reads 
out data from the ROM 5 in the ROM data read enabled 
mode, and outputs all of the data. On the other hand, in the 
read inhibited mode, the logic circuit for control 203 reads 
out data from the ROM 5, selects bits in each block of ROM 
data and those to be outputted to the outside, and outputs 
only data for the bits to be outputted to the outside. 

Data for which bits are to be outputted or data for which 
bits are not to be outputted can previously be decided 
according to data stored in the second non-volatile memory 
61. FIG. 3 shows how data is outputted in the read inhibited 
mode, while the reference numerals 31 and 32 in this figure 
shows the state where ROM data is outputted, and the state 
where ROM data is not outputted from the logic circuit for 
control 203 in the read inhibited mode respectively. 

With this Embodiment 3, any data can be stored in the 
second non- volatile memory 61, and the protect circuit 
decides bits to be read out or not to be read out in each block 
of ROM data, so that, even if a third person tries to read out 
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data stored in the ROM, the correct data is not read out 
because a portion of the ROM data can not be read out, and 
a sequence for reading of the correct ROM data becomes 
more complicated, and hence it is possible to prevent illegal 
reading of ROM data by a third person. 

FIG. 4 is a block diagram showing essential sections of a 
read protect circuit according to Embodiment 4 of the 
present invention. This protect circuit is formed in a chip 
constituting a microcomputer, and comprises a RAM 9 as a 
first storage area for the data used for comparison with the 
data stored at specified addresses of an internal ROM 7 
(described as specified data hereinafter) stored therein, and 
a comparing circuit 8 for comparing the data for comparison 
to the specified data. 

The ROM 7 has a data storage area 71 and a comparison 
program storage area 72. The ROM data is stored in the data 
storage area 71, and a comparison program executed in the 
comparing circuit 8 is stored in the comparison program 
storage area 72 as a second storage area. It should be noted 
that, the comparison program itself is also included in data 
as an object for inhibition or permission of data read by the 
read protect circuit according to this embodiment. 

The comparing circuit 8 outputs a signal for enabling an 
operation for reading all or a portion of the ROM data, 
namely a signal for enabling data read according to a result 
of comparison between the two types of data (the data for 
comparison and the specified data). The reference numeral 
33 in FIG. 4 indicates the read enable signal. 

Next, description is made for actions in Embodiment 4. 
Operations of the microcomputer are started in the mode 
enabling data read from the internal ROM 7, and then the 
data for comparison is written at a specified address of a 
ROM 9, the comparing circuit 8 reads out the specified data 
and the data for comparison from the ROM 7 and RAM 9 
respectively according to a comparison program shored in 
the ROM 7, and compares the two types of data to each 
other. Only when the two types of data are coincident, a read 
enable signal is output ted, and the ROM data is outputted to 
the outside according to the read enable signal. When the 
two types of data are not coincident, namely when a person 
without knowing the contents of the ROM data inputs 
incorrect data for comparison, output of the ROM data is 
inhibited. 

With this Embodiment 4, the read protect circuit enables 
data read only when the data for comparison inputted to the 
RAM 9 is coincident to the specified data in the ROM 7, but 
it is impossible for a person who does not know the data for 
comparison to input the correct data, and hence it is possible 
to prevent a third person not knowing contents of the ROM 
data from illegally reading out the ROM data. 

FIG. 5 is a block diagram showing essential sections of a 
read protect circuit according to Embodiment 5 of the 
present invention. This protect circuit is formed in a chip 
constituting a microcomputer, and comprises a RAM 109 as 
a first storage area for storing therein expected value data for 
all or a portion of the data stored in the internal ROM 107, 
and a comparing circuit 108 for comparing the ROM data to 
the expected value data. 

The ROM 107 has a data storage area 71 and a compari- 
son program storage area 73. The ROM data is stored in the 
data storage area 71, and the comparison program executed 
in the comparing circuit 108 is stored in the comparison 
program storage area 73 as a second storage area. The 
comparison program itself is also included in data as an 
object for comparison to the expected value data by the read 
protect circuit according to this embodiment. 
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The comparing circuit 108 compares the ROM data to 
expected value data corresponding to the ROM data in the 
ROM data read enabled mode, and outputs a coincidence 
signal when a result of comparison indicates coincidence 

5 between the two types of data, and outputs non-coincidence 
signal when a result of comparison does not indicates 
coincidence between the two types of data. On the other 
hand, in the data read inhibited mode, the comparing circuit 
108 does not execute comparison of data, nor outputs a 

10 signal indicating coincidence or non-coincidence between 
the two types of data. The reference numeral 34 in FIG. 5 
indicates a coincidence/non-coincidence signal. 

Next, description is made for actions in Embodiment 5. 
Operations of the microcomputer are started in a mode 

15 enabling data read from the internal ROM 107, and after the 
operation mode shifts to the ROM data read enabled mode, 
when expected value data is written in the RAM 109, the 
comparing circuit 108 is controlled according to a compari- 
son program stored in the ROM 107, reads out data an 

20 expected value data from the ROM 107 and RAM 109 
respectively, and compares the data to each other. When 
comparison for all of the data for comparison is finished, the 
comparing circuit 108 outputs a coincidence signal or a 
non-coincidence signal. 

25 With this Embodiment 5, the read protect circuit outputs 
a coincidence signal or a non-coincidence signal after com- 
parison of all of the data is finished, so that it is difficult for 
a third person to know an address where data is not 
coincident, and hence it is possible to prevent illegal reading 

30 of ROM data by a third person. 

FIG. 6 is a block diagram showing essential sections of a 
read protect circuit according to Embodiment 6 of the 
present invention. This protect circuit has the functions in 

35 Embodiment 4 as well as functions in Embodiment 5, and 
comprises a ROM 109 as a first storage area for storing 
therein expected value data corresponding to all or a portion 
of the data stored in an internal ROM 207, and a comparing 
circuit 208 for comparing the ROM data to expected value 

40 data, and for comparing specified data in the internal ROM 
207 with expected data corresponding to the specified data 
(namely data for comparison). 

The ROM 207 has a data storage area 71 with ROM data 
stored therein and a comparison program storage area 74 as 

45 a second storage area. The comparison program storage area 
74 stores therein a program executed in the comparing 
circuit 208 for comparison between the specified data and 
data for comparison as well as a program executed in the 
comparing circuit 208 for all of the ROM data to be 

50 compared to the expected value data. It should be noted that, 
the comparison program itself is also included in data as an 
object for inhibition or permission of data read by the read 
protect circuit according to this embodiment. 

The comparing circuit 208 at first compares the data for 

55 comparison to the specified data, and shifts to the ROM data 
read enabled mode only when a result of comparison indi- 
cates coincidence between the two types of data. Then the 
comparing circuit 208 compares the ROM data to expected 
value data corresponding to the ROM data, and, after 

60 comparison of all of the data is finished, outputs a coinci- 
dence signal when a result of comparison indicates coinci- 
dence between the two types of data, and a non-coincidence 
signal when a result of comparison indicates non- 
coincidence between the two types of data. On the other 

65 hand, when a result of comparison indicates non- 
coincidence between the data for comparison and the speci- 
fied data, the operation mode is not shifted to the read 
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enabled mode and accordingly comparison between the area, the first storage area has at least one rewritable but 

ROM data and expected value data is not executed. It should non-deletable bit and stores therein data capable of inhibit - 

be noted that, the reference numeral 34 in FIG. 6 indicates ing reading of the ROM in the initial state, while the second 

a coincidence/non-coincidence signal, and the reference storage area has at least one bit non-deletable but rewritable 

numeral 35 indicates an address signal for specifying an 5 on iy when specific setting is executed and stores therein 

address at which the data for comparison is stored. ROM data read according to a combination with the data 

With this Embodiment 6, the read protect circuit shifts to slor ed in the first storage area, and the logic circuit for 

the read enabled mode according to a result of comparison control allows or inhibits reading of the ROM according to 

between specified data and data for comparison, and then the conte nts of the data, so that it is difficult for a third person 

executes comparison between the ROM data and expected 10 t0 effect a mode enabH an opcration for rcading data from 

value data, so that a sequence of operations up to data read ^ RQM and a[so ft fc iMe tQ m a thifd n 

becomes more complicated and therefore, it is possible to from m „ readi the RQM ^ 

prevent illegal reading out the ROM data by a third person. 47 J 

HG. 7 is a block diagram showing essential sections of a . With the present invention, when reading of the ROM is 

read protect circuit according to Embodiment 7 of the inhibit, the logic circuit for control inhibits only an operation 

present invention. In this protect circuit, a function for 15 for reading a portion of bits in each block of ROM data, so 

outputting addressed of ROM data not coincident to that, when a third person tries to read the ROM data, only a 

expected value data is added to the functions in Embodiment P ortion of the R0M data is read out '. and even *°ugh the 

5. So in this protect circuit, in place of the comparing circuit third P crson ^mks that the ROM data is correctly being read 

108 for outputting a coincidence/non-coincidence signal 34 out > in realit y the R0M data is not correctly being read out, 
in Embodiment 5, a comparing circuit 308 for outputting 20 and hencc il is P 0SSlble to P revent lUe 8 al rcadin S of thc 
addresses for ROM data not coincident to expected value R0M data b y a third P erson - 

data together with a coincidence/no-coincidence signal is With the present invention, the second non-volatile 

used. The reference numeral 36 in FIG. 36 indicates a signal memory stores therein data for setting a bit allowing or 

indicating addresses for not-coincident data. The ROM 107 inhibiting data read for each block of the ROM data, the data 

and RAM 109 are the same as those in Embodiment 5, so 25 is decoded by a decoder with a bit allowing or inhibiting data 

that description thereof is omitted herein. read for each block of ROM data selected according to 

With this Embodiment 7, when a result of comparison contents of the decoded data, so that, even if a third person 

indicates non-coincidence between the ROM data and tries to read out the ROM data, the normal ROM data can not 

expected value data, the read protect circuit outputs be read out and a sequence of operations for reading out the 

addresses for non-coincident data together with a non- normal ROM data becomes more complicated, and hence it 

coincidence signal, so that it is possible to know a faulty bit is possible to prevent illegal reading of the ROM data by a 

and an address of a block including the faulty bit, which third person. 

makes it possible to easily analyze faulty sections of a ROM. With the present invention, the first storage area stores 

FIG. 8 is a block diagram showing essential sections of a 35 therein data used for comparison with the specified data 

read protect circuit according to Embodiment 8. In this, stored at a specified address of the ROM, and the comparing 

protect circuit, a function for outputting addresses for ROM circuit compares the data stored in the first storage area with 

data which are not coincident to the expected value data is the specified data stored in the ROM, and outputs a signal 

added to those in Embodiment 6. Accordingly, a comparing allowing reading of the ROM only when the two types of 

circuit 408 for outputting addresses for ROM data not 40 data are identical, so that, only a person knowing contents of 

coincident to the expected value data together with the the ROM data can correctly input the data for comparison in 

coincidence/non-coincidence signal 34 in place of the com- the first storage area in order to read the ROM data, and 

paring circuit 208 for outputting the coincide nce/non- hence, it is possible to prevent illegal reading of the ROM 

coincidence signal 34 in Embodiment 6. The reference d ata by a third person. 

numeral 36 in the figure indicates a signal indicating 45 With the present invention, the first storage area stores 

addresses for non-coincident data. The ROM 207 and RAM therein expected value data for all of the data stored in the 

109 are the same as those in Embodiment 6, and description ROM, the comparing circuit compares all of the expected 
thereof is omitted. value data stored in the first storage area with all of the data 

With this Embodiment 8, when a result of comparison stored in the ROM, and outputs a non-coincidence signal 

between ROM data and expected value data indicates non- 50 when the two types of data are not identical after comparison 

coincidence, the read protect circuit outputs addresses of of all of the data is finished, so that it is difficult for a third 

non-coincident blocks together with a non-coincidence person to know addresses of the non-coincident data, and 

signal, so that it is possible to know a faulty bit or an address hence it is possible to prevent a third person from illegally 

for a block containing the faulty bit, which makes it possible decrypt and read the ROM data. 

to easily analyze faulty sections of a ROM. 55 With the present invention, the comparing circuit corn- 
Various modifications are allowable in the present inven- pares the specified data stored at a specified address of the 
tion described above. For instance, in Embodiments 1 to 3, ROM with the expected value data corresponding to 
the register 4 may be omitted, or discrete memories may be expected value data corresponding to the specified data of all 
provided for the first storage area 21 and second storage area of the expected value data stored in the first storage area, and 
22 respectively. Furthermore, in Embodiments 2 and 3, 60 compares all of the expected value data with all of the data 
dummy data of "0" (or "1") may be outputted to a plurality stored in the ROM, so that a sequence of operations up to 
of bits decided as not to be outputted in the read inhibited reading of the ROM data becomes more complicated, and 
mode. Furthermore, in Embodiments 4 to 8, the comparison hence it is possible to prevent illegal reading of the ROM 
program storage areas 72, 73 and 74 maybe provided in data by a third person. 

memories different from the ROMs 71, 107 and 207. 6 5 With the invention, when a result of comparison between 

As described above, with the present invention, the non- the expected value data stored in the first storage area and all 

volatile memory has a first storage area and a second storage of the ROM data does not indicate coincidence between the 
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two types of data, the comparing circuit also outputs 
addresses for the non-coincident blocks of ROM data 
together with a non-coincidence signal, so that it is possible 
to know an address of a block at which data not coincident 
to the expected value is stored, and hence it is possible to 
easily analyze faulty sections of a ROM. 

This application is based on Japanese patent application 
No. HE! 10-318974 filed in the Japanese Patent Office on 
Nov. 10, 1998, the entire contents of which are hereby 
incorporated by reference. 

Although the invention has been described with respect to 
a specific embodiment for a complete and clear disclosure, 
the appended claims are not to be thus limited but are to be 
construed as embodying all modifications and alternative 
constructions that may occur to one skilled in the art which 
fairly fall within the basic teaching herein set forth. 

What is claimed is: 

1. A ROM data read protect circuit comprising: 

a no n- volatile memory having first and second storage 
areas, said first storage area having at least one non- 
deletable and rewritable bit and said second storage 
area having at least one non-deletable bit which is 
rewritable only when set in a prespecified state; and 

a logic circuit for control for controlling enabling or 
inhibiting of reading of data from a ROM based on the 
contents stored in said non-volatile memory; 

wherein data required for inhibiting the reading of the 
data from a ROM in the initial state is inputted into said 
first storage area of said non-volatile memory, and data 
required for enabling the reading of the data from a 
ROM in combination with the data stored in said first 
storage area is inputted into said second storage area of 
said non-volatile memory. 

2. A ROM data read protect circuit according to claim 1; 
wherein said logic circuit for control inhibits reading of data 
for at least one bit in each block of the ROM data and at the 
same time allows reading of data for at least one bit in each 
block of the ROM data when inhibiting reading of data. 

3. A ROM data read protect circuit according to claim 2 
further comprising: 

a second non-volatile memory storing therein data for 
setting a bit for inhibiting or enabling reading of data 
for each block of ROM data; and 

a decoder for decoding data stored in said second non- 
volatile memory and selecting a data read inhibiting bit 
or a data read enabling bit for each block of the ROM 
data. 

4. A ROM data read protect circuit comprising: 

a first storage area for storing a data used for comparison 
with specific data stored in specified addresses of a 
ROM; 

a comparing circuit, coupled to said first storage area, for 
comparing the data stored in said first storage area to 
the specific data stored in the ROM and enabling 
reading of data only when the two data are identical; 
and 
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a second storage area, coupled to said comparing circuit, 
for storing a comparison program executed in said 
comparing circuit. 

5. A ROM data read protect circuit comprising: 

a first storage area for storing expected value data for all 
of the data stored in a ROM; 

a comparing circuit, coupled to said first storage area, for 
comparing all of the expected data stored in said first 
storage area with all of the data stored in the ROM, and 
when the two data are not identical for outputting a 
non-coincidence signal after the comparison of all of 
the data is finished; and 

a second storage area, coupled to said comparing circuit, 
for storing a comparison program executed in said 
comparing circuit. 

6. A ROM data read protect circuit according to claim 5; 
wherein said comparing circuit compares specified data 
stored at a specified address of the ROM with the expected 
value data corresponding to the specified data of all of the 
expected value data stored in said first storage area and when 
the two data are identical compares all of the expected value 
data with all of the data stored in the ROM; and 

said second storage area stores a program for comparing 
the specified data and the expected value data corre- 
sponding to the specified data. 

7. A ROM data read protect circuit according to claim 6; 
wherein said comparing circuit also outputs, when all of the 
expected value data stored in said first storage area are not 
identical to all of the data stored in the ROM, addresses of 
blocks in which the two types of data are not identical to 
each other, together with said non-coincidence signal. 

8. A ROM data read protect circuit according to claim 5; 
wherein said comparing circuit also outputs, when all of the 
expected value data stored in said first storage area are not 
identical to all of the data stored in the ROM, addresses of 
blocks in which the two types of data are not identical to 
each other, together with said non-coincidence signal. 

9. A ROM data read protect circuit comprising: 

a non-volatile memory having first and second storage 
areas, said first storage area having at least one non- 
deletable and rewritable bit and said second storage 
area having at least one non-deletable bit which is 
rewritable only when set in a prespecified state; and 

a logic circuit for control for controlling enabling or 
inhibiting of reading of data from a ROM based on the 
contents stored in said non-volatile memory; 

wherein data required for inhibiting the reading of the 
data from a ROM is inputted into said first storage area 
of said non-volatile memory, and data required for 
enabling the reading of the data from a ROM in 
combination with the data stored in said first storage are 
is inputted into said second storage area of said non- 
volatile memory. 
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